HUMBERSIDE
ILME:

Informed and supported local practices

Privacy Notice \
About us and this notice

1. As part of performing our role as a Local Medical Committee (including our statutory and
representative functions), The Humberside Group of Local Medical Committees Ltd
incorporating Hull & East Yorkshire LMC and North & North East Lincolnshire LMC
(Humberside LMCs) collects and processes personal data relating to the GPs we represent
and their practices, our business contacts, job applicants, website users, and other personal
data collected through our surveys and event bookings.

2. We use this information to provide our GPs with quality services. We are committed to
being transparent about how we collect and use that data and to meeting all our data
protection obligations. This notice explains what information we generally obtain and how
we use it. For further information, or if you have any questions, you can contact us — see
paragraph 52 below.

3. This notice will be reviewed at regular intervals and may be updated from time to time.
Implementation date: October 2022
Last Review date: November 2024
Next Review date: November 2026 (unless required sooner)

What information do we collect, and where do we get it from?

4, We obtain personal data from various sources, as summarised in the following table:
:rype of . Description Source
information
Name and Basic personal data that may include |This information may be provided
contact details |work and home addresses, phone directly by you e.g. on the phone, in
numbers and email addresses. an email, in person or through our
Organisation- Data about your organisation and your [website.
related details role within it, such as your job title and
who your co||eagues are. Details of GPs and trainees are
provided by individual practices,
taken from the public domain e.g.
your practice website or from other
NHS organisations such as NHS




Digital, NHS England or the HCP
Teams.

Professional
details

GMC numbers.

Details of professional interests and
roles that you perform in addition to
GP work.

For job applicants:

e (Qualifications, skills,
experience and employment
history

e Remuneration, including
benefit entitlements

e whether or not you have a
disability for which the
organisation needs to make
reasonable adjustments
during the recruitment
process

e information about your
entitlement to work in the UK

e A scanned copy of your
passport if you attend an
interview.

This information is either provided
directly by you or obtained from the
GMC website.

For job applicants, data might be
contained in application forms, CVs
or resumes, obtained from your
passport or other identity
documents, or collected through
interviews or other forms of
assessment.

We may also collect personal data
about you from third parties, such as
references supplied by former
employers. We will seek information
from third parties only once a job
offer to you has been made and will
inform you that we are doing so.

Demographic /
identifier
information

We may hold a record of your date of
birth, gender, nationality,
photographs, or other personal profile
information

This information is usually provided
directly by you.

Contractual /
employment
status details

This is information about your
contractual or employment status i.e.
partner, salaried, locum, trainee.

This information may be provided
directly by you e.g. on the phone, in
an email, in person or through our
website. It may also be given
through one of our forms such as a
contact form, Voluntary Levy
mandate form or ballot paper.

Sometimes, contractual status is
provided to us by your practice, e.g.
through our practice update
requests. We also create records
from information that is already in
the public domain e.g. your practice
website.

Contact history

This is information about our dealings
with you, such as what information we
have sent you, records of our
interactions with you (emails, phone

Sometimes this information is
provided by you (for example, emails
you have sent us).




calls and meetings), your queries and
how we have responded to them,
views or opinions you have given us
when we have consulted with you.

It may also include what meetings,
events or webinars you have attended
and information about your behaviour
in response to our interactions with
you, such as whether you have opened
our emails, clicked on a link or
watched a video.

On other occasions, we produce
these records ourselves e.g. in the
form of notes and minutes.

We may also create some data
records ourselves for example, taking
account of the details of a telephone
conversation with you.

Personal
Information

This is information about personal or
professional challenges or
performance information.

This information is normally provided
by you.

Sometimes, information may be
shared with us by other NHS bodies
through confidential forums such as
the Performance Advisory Group
which the LMC sits on to represent
the interests of its represented GPs.

Voting Details

This is the information you have given
us in relation to standing for an
election or in casting a ballot in one. It
may include:

e Personal information about
your career, knowledge, skills
and experience

e Ballot forms recording your
own or your practice vote for a
candidate

This information is always provided
by you.

Financial Details

This is information such as your bank
details (for reimbursing expenses
incurred in relation to LMC activities),
agreement to pay the voluntary levy
and also any financial interests you
may have for the purposes of
managing potential conflicts of
interest.

When you book to attend one of our
events, we may collect your
credit/debit card details if the event
has a delegate fee and you are paying
with a personal banking card.

This information is always provided
by you.

For events, will ask you to provide
some or all of this information online
at the time of booking or via
telephone/email/in person when we
contact you to confirm that you have
been allocated a delegate place

Device
information

This is information about the device
you are using to access our websites,
such as the type of device, its

We produce these records ourselves
by monitoring your use of our
websites.




operating system, browser, its IP
address, and what cookies are on it.

We may also track information
provided to us by your browser or by
our mobile application when you use
our website. This could include
information such as the website you
came from (known as the “referring
URL"”), the type of browser you use,
the device from which you connected
to the website and the time and date
of access.

Website usage

This is information about your use of
our websites, such as what pages you
have visited and what content you
have downloaded, usage data, general
demographic information,
referring/exit pages and URLs,
platform types, preferences you
submit and preferences that are
generated based on the data you
submit and number of clicks.

5. In certain circumstances, we may also hold data about you that is known as special category
data. This may include the items specified below:

you share with the LMC.

We may also collect information
about:

e Dietary requirements for
catered events

e Any specific accessibility
requirements you may have

:rype of . Description Source

information

Trade union This is your membership (or not) of This information is always provided
membership the British Medical Association. by you.

Health This may include details of any

Information physical or mental health problems

This information is normally provided
by you.

Sometimes, information may be
shared with us by other NHS bodies
through confidential forums such as
the Performance Advisory Group
which the LMC sits on to represent
the interests of its represented GPs.

How do we store your data?




Data will be stored in a range of different places including paper records, our websites and
on other IT systems (including email and cloud-based software).

We are based in the United Kingdom and will access and use your information from here.

Where we use third party suppliers to provide us with services, data may be sent and
processed outside of the UK. For example, our cloud-based task management and
collaboration tool is currently provided by a company which is based in the United States.
People in other countries may also need to access the data held within the tool for purposes
such as technical support. In particular, you should be aware that your personal data
collected through the constituent survey may be transferred outside of the United Kingdom
or European Economic Area. Where this happens we will ensure that measures are in place
to make sure that the data is sufficiently protected for the purposes of meeting UK legal
requirements. Where data we control is processed outside of the UK but within the
European Economic Area (EEA), the use of the information in those locations is protected by
very similar European data protection standards to those that apply within the UK.

Why do we process personal data and what do we do with it?

0.

10.

11.

12.

13.

Statutory Functions — We use personal data in the exercise of our statutory functions which
include being consulted on and giving advice to NHS England and HCP Teams with regard to
many aspects of the GMS/PMS contract, Pharmaceutical Services Regulations and Statement
of Financial Entitlements. For example, if consulted about a list closure request, the LMC
may use personal data to contact you to seek further information and views before
responding.

Relationship management - We use personal data for relationship management purposes.
Relationship management is the ongoing maintenance of our relationship with our
represented GPs and their practices. This could include activities such as:

e Keeping you informed about the functions of the LMC, the services you are entitled

to from the LMC and how to access these

e Responding to your requests for advice, information and support

e Seeking your views on local matters to enable us to fulfil our representative function

e Sharing relevant and interesting information applicable to your role as a local GP.

Election management — We use personal data for running elections to our Local Medical
Committees as set out within our constitutions.

Representation — We use collated data about our local GPs such as age, gender,
geographical distribution and employment status as part of our representative function i.e.
we need to know how many GPs we represent, in which locations and how the workforce is
split between sessional and partner GPs. We also use personal data to service our two
representative committees (Hull & East Yorkshire LMC and North & North East Lincolnshire
LMC) including circulating meeting papers, keeping minutes and consulting with Committee
members.

Pastoral Care & Fair Process— We use personal data to provide help, support and advice to
individual GPs in relation to difficulties they may be experiencing in their work or personal
lives. This information may also be used for the purpose of ensuring that fair process is
followed in relation to any performance management or investigative activity undertaken by
NHS England, the GMC etc. In the course of this work GPs may want to take wellbeing or



14,

15.

16.

17.

welfare support, and the LMCs will connect the GP with the independent providers of those
services.

Providing information and services — A key part of our role is to provide relevant
information and guidance to you. We use your personal data to email you our newsletter,
highlight specific issues you may need to know about that relate to GPs or general practice,
and to tell you about relevant events and training we are organising for you. If you sign up
to one of our events we will also use your contact details to provide information about it e.g.
timings and venues and follow-up information such as sharing presentations given and
providing CPD certificates.

We will not send you our newsletter if you have told us that you do not want to hear from us
in that way. Please note that if you ask us not to contact you for these purposes, you will
still hear from us for other reasons — for example, as part of our ordinary relationship
management activity or as part of our statutory and representative functions.

- Humberside LMCs will use information obtained through surveys
and other sources to decide how to spend some funding we have been awarded to support
practices. All the responses we receive will be collated and we will analyse the responses to
identify themes and priorities that we can respond to.

Monitoring and improving our websites - We use information such as how different people
navigate around our websites, how long they spend on particular pages and whether they
download any of our content in order to help customise and improve the user experience of
our websites. It also allows us to tailor the website to match your interests and preferences
better and helps us understand who has visited which pages to determine the most popular
areas of the website.

Legal and regulatory purposes - We may use your personal data for legal and regulatory
purposes. For example, this might include responding to complaints or enquiries from you or
a regulator about how we have used your personal data.

What are our legal grounds for handling personal data?

18.

19.

We need to process data to fulfil our statutory functions in relation to contractual and
regulatory matters (GMS/PMS contracts). The legal basis for this is that the task is carried
out in the public interest or in the exercise of official authority.

We also have a legitimate interest in processing the personal data of the GPs we represent.
As the local representative body for general practice, we need to be able to:

e contact and consult with our represented GPs

e advise GPs about our functions and services

e respond to requests for advice, information and support

o keep represented GPs informed about matters relating to general practice including
national, regional and local policy developments, good practice, training, events and
business opportunities

e conduct elections for Hull & East Yorkshire LMC and North and North East
Lincolnshire LMC so that we can ensure that local GPs are being properly
represented in these forums in line with their constitutions



20.

21.

22.

23.

24.

25.

26.

27.

e understand the age, gender, geographical distribution and employment status of the
local GP population so that we can form and share views about the profession
locally, for example, with respect to workforce and workload issues

e ensure fair process is followed in relation to any performance management or
investigative activity undertaken by NHS England, the GMC or other body

e promote and market the activities of the LMCs. This may include using photographs
from events or quotes supplied by members. If you do not want your information to
be included as part of this you can let us know.

Some of the ways we use personal data are justified by the need to ensure that our systems
and the data we make available through our website are kept secure and only made
available to the correct people. The legal basis for monitoring and securing our systems and
data in this way is therefore legitimate interest.

We may in some circumstances rely on your consent to process your data. In those
circumstances, you will be specifically asked whether you agree to us using your data in
specified ways. For example, we may ask for your consent to send you certain kinds of
communication in specified formats.

If you sign up to one of our products or services, it may be necessary for us to use your
details in order to provide that product or service. In such circumstances, the legal basis for
processing your data would be that it is necessary for the performance of a contract or to
take steps to enter into a contract.

We will process your personal data for the purpose of event booking and management on
the grounds of our legitimate interest, GDPR Article 6(1)(f).

When we collect any information about dietary or access requirements we also need your
consent under GDPR Article 9(2)(a) as this type of information is classed as special category
data.

Regulators, government bodies and courts have powers to order us to provide information
and, like any other organisation, we sometimes have to comply. An example would be if the
LMC was required to make data available to the GMC. In such circumstances, the legal basis
for providing the information would be that it is necessary in order to comply with a legal
obligation.

Special Category Data

‘Special Categories’ of personal data are defined within the GDPR as ‘data revealing racial or
ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural person’s
sex life or sexual orientation’.

We do not routinely process data of this nature. However, there are circumstances in which
we may collect or be provided with access to:



28.

e Details of trade union membership (We may ask about membership of the BMA to
advise about whether certain services can be accessed or if you were nominated to
attend a BMA event on behalf of the LMC)

e Health information about you (You may give us this information as part of seeking
pastoral support from the LMC or it may be shared with us as part of our statutory
role which requires that the LMC is consulted where it appears that a doctor is
incapable of providing general medical services because of his/her physical or
mental health.)

Where we process special categories of information as outlined above, one of the following
legal bases will typically apply:

(a) Explicit Consent —we will specifically ask you to give us your informed consent.

(b) — we may use this basis to process sensitive information about our
employees.

(c) Management of the LMC as a membership/not for profit body — we will carry out the
processing in the course of our legitimate activities with appropriate safeguards in our
capacity as a not-for-profit body with a political, philosophical, religious or trade union
aim. We are able to use this condition on the basis that the processing relates only to
current or former represented GPs and that we will not disclose it outside of the LMC
without your consent.

(d) Public Interest in the area of Public Health - processing is necessary for reasons of
public interest in the area of public health, such as protecting against serious cross-
border threats to health or ensuring high standards of quality and safety of health care
and of medicinal products or medical devices, law which provides for suitable and
specific measures to safeguard the rights and freedoms of the data subject, in particular
professional secrecy.

Who has access to your data, and who might we share it with?

29.

30.

31.

Your information may be shared internally within The Humberside Group of Local Medical
Committees Ltd and be accessed by any of our employees if the data is necessary for the
performance of their roles.

- If you would like support with mentoring, wellbeing or
welfare support, we will pass on your details to the organisation we work with that provides
those services. They will provide those services independently to the LMC and are an
independent ‘data controller’ for the purposes of data protection law.

Service providers acting on our behalf - We may provide your information to third parties
who help us use it for the purposes described above. For example:

e Our database of personal data may be hosted by third parties on our behalf.

e We may use a third party email broadcasting service in order to send you emails and
newsletters e.g. Email Octopus

e We may use a service such as Survey Monkey to gather views about the LMC's services
or to consult on specific issues related to general practice.

These service providers will not be allowed to use your information for their own purposes
or on behalf of other organisations, unless you agree otherwise.



32. Regulators - We may sometimes need to pass personal data to a regulator such as the
Information Commissioner’s Office or the GMC.

33. For surveys, we may also contact you to obtain further information about your responses.
We may share the results of the survey in an anonymised format with the following:

e NHS England

e HNY Integrated Care Board

e Hull, East Riding, North Lincolnshire and North East Lincolnshire HCPs

e Training providers and other partners who may be able to assist with the planning and
delivery of learning/development activities and events

34, Sharing of anonymised data with third parties - We may share anonymised information
with other third parties, but only where the information cannot realistically be identified as
relating to you.

How do we protect data?

35. We take the security of your data seriously. We have a Data Protection Policy in place to
ensure that your data is not misused or disclosed and is not accessed except by our
employees in the proper performance of their duties, as well as other technical and
organisational security measures.

How long do we keep data?

36. We will not keep your personal data for longer than we need it. Depending on the nature of
the information, we may keep it for different periods, examples of which are given below:

Surveys

37. We will keep and use individual survey responses which contain your personal information
for 3 years. The summary results of the survey will be kept indefinitely as a historical record
but this will not include your personal information.

The LMC as a service provider and representative body

38. If you are a GP within the areas of Hull, East Riding, North Lincolnshire and North East
Lincolnshire, we will normally keep your personal data while you are providing NHS general
medical services as an independent contractor, salaried GP or locum GP or whilst you remain
on the Performers List and for 2 years after you retire, cease practising or are removed from
the Performers List.

39. If you are a GP trainee, we will normally keep your personal data whilst you are undertaking
placements in Hull, East Riding, North Lincolnshire or North East Lincolnshire as part of the
Vocational Training Scheme (VTS). If you subsequently commence practising as a fully
qualified GP within the area, we will retain your data as outlined in paragraph 38 above. If
you do not commence practising in the area, we will delete your information.

40. If you are an elected, co-opted or observer of Hull & East Riding or North & North East
Lincolnshire LMC, we will retain some of your personal data in the form of meeting minutes
and declarations of interest for 10 years.



41. We will keep information provided to us in relation to any elections to the LMC or elections
conducted by the LMC on behalf of other organisations for 3 years.

42. If we process any of your data for financial reasons e.g. reimbursement of expenses, these
will form part of our financial record-keeping processes and will be retained for 6 years.

43. All financial records relating to Company Directors e.g. payroll records and reimbursement
of expenses are retained for 6 years plus the current year. Such records will therefore be
kept for 6 years after you cease to be a Director.

44, Papers relating to the running of the limited company which may include personal details
e.g. minutes of Board and general meetings and resolutions in writing will normally be kept
for 10 years.

45, For Company Directors, some documentation which contains your personal information

such as annual accounts and annual reports will be kept permanently. Your information as
held within our Company Registers will be kept permanently.

Information about people who work or want to work for us

46. If your application for employment is unsuccessful, we will hold your data on file for six
months after the end of the relevant recruitment process. If you give your permission, we
will hold your data on file for a further six months for consideration for future employment
opportunities. At the end of that period, or once you withdraw your consent, your data is
deleted/destroyed. You will be asked when you submit your application form or CV whether
you give us consent to hold your details for the full 12 months in order to be considered for
other positions or not.

47. If your application for employment is successful, personal data gathered during the
recruitment process will be transferred to your Human Resources file (electronic and paper
based) and retained during your employment. A new privacy notice which outlines how we
process employee data will be provided to you.

Information connected to events we run

48. If you have booked to attend one of our events but do not have a pre-existing or ongoing
relationship with us, we will normally hold your personal information for 3 years as part of
our event management information. If you have a pre-existing relationship with us, we will
normally keep your personal data while you or your employer have an ongoing relationship
with us. This includes information about events you have attended.

49, Where you have supplied us with your personal information on the basis of consent for a
specific purpose, you can request us to delete it earlier as explained in the ‘Your Rights’
section below.

Automated processing and profiling
50. We do not routinely use ‘automated decision making’ which means making a decision about
a person based on data without any human involvement. We may build profiles of people

working for us, based on information we hold — for instance around events that we think you
may be interested in.

10



Your rights and how to contact us

51.

52.

53.

You have a number of different rights in relation to the personal data that we hold about
you. These are:

Access: You have a right to find out what personal data we hold about you, and certain
other information such as how we are using it.

Withdrawal of consent: When we rely on your consent to use your data, you have the
right to withdraw that consent at any time. You can do this by contacting us.
Rectification: If the information that we hold about you is inaccurate or out of date, you
have a right to ask us to correct it.

Objection to legitimate interests: If you disagree with us relying on the legitimate
interests (or public interest) grounds for using your personal data, you can object to us
doing so. We will then reassess the extent to which we can continue to use the data in
light of your particular circumstances. In the case of our newsletter or emails that are
sent on the basis of legitimate interests, you can do this by following the instructions to
unsubscribe’.

Erasure: In certain circumstances you can ask us to delete your personal data from our
systems. However, this usually won’t apply to all of your data because we might have
good reason for needing to keep some of it.

Restriction: In some circumstances you can ask us to restrict the ways in which we use
your personal data.

Portability: In some circumstances, you may have the right to receive some limited kinds
of information in a portable format.

If you would like to exercise any of these rights, have any concerns as to how your data is
processed or would like further information on anything contained within this document,
please contact Zoe Norris, Chief Executive Officer Medical Director by any of the following
means:

Email: humberside.Imcgroup@nhs.net
Phone: 01482 655111
Post: The Humberside Group of Local Medical Committees Ltd, Parkgate House,

Ferriby Road, Hessle, HU13 0QF

If you believe that the organisation has not complied with your data protection rights, you
can complain to the Information Commissioner’s Office (ICO). Further information about
reporting a concern can be found at: https://ico.org.uk/concerns/. The ICO can also be
contacted:

By phone: 03031231113
Online: https://ico.org.uk/make-a-complaint/data-protection-complaints/

What if you do not provide personal data?

54,

You are free to choose whether or not you give us your personal data. However, if you are
signing up to one of our products or services, we might not be able to provide you with that
product or service if you do not give us the information we need in order to do so.
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